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MIPI Automotive SerDes Solutions (MASS)

A framework for integrating sensors and displays with End-to-End Functional Safety and Security built in

Electronic Control Unit (ECU)

* Advanced driver assistance system (ADAS)

based on sensor feeds
* Produces display feeds
Sensors
¢ Camera
* Lidar
Displays
* Dashboard
* Console
* Side-view mirrors
* Entertainment
(Optional) A-PHY bridges
* Translates between short-range MIPI

C-PHY / D-PHY & long-range MIPI A-PHY

mipralliance
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MASS solution using
A-PHY bridges

MASS solution using
integrated A-PHY
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MASS Guiding Principles

Service Extensions

CSE: Camera Service Extensions
DSE: Display Service Extensions

End-to-End solution including

functional safety and security « Camera/sensor to ECU
* CCISE: Command and Control Interface ,
. . Source Bridge sl Bridge Sink * L] ECU to dlsplay
Service Extensions : :
= idge-to-Bridge Dsta Protection = « Bridged and integrated

*  MIPI Security Specification ns
PALs: Protocol Adaptation Layers
* MIPI CSI-2, DSI-2, 13C
* VESA eDP/DP M’Pl%'?fnfoﬁve % Leverage and extend well-proven i ic:nom(;er::;/scale

. otocols CSI-2/DSI-2 protocols used —> « Reduce ‘cost
* Ethernet, I12C, GPIO, SPI, Audio Shee 4 in billions of devices

A-PHY

Robust PHY for Automotive

MTBF of 1 error over the full vehicle lifespan
Long-reach PHY (15m)

Coax, SDP and STQ cables

Data rates: 2 Gbps — 32 Gbps

MTBF: Meantime Between Failure SDP: Shielded Differential Pair

mipralliance

« Backward compatibility

« High performance

High noise immunity PHY, validated « Retransmission scheme (RTS
by extensive EMI/EMC =3 : ) (RTS)
measurement/test campaign « Advanced modulation (PAM-4, 8, 16)

« Ultra-low latency

STQ: Star Quad (shielded dual differential pair)
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MASS Supported Topologies — Examples

Cameras and Sensors Aggregation Daisy Chaining of Heterogeneous Displays
MIPI DSI-2 + VESA eDP over A-PHY

Graphics

ECUs Pr

D | ' v

Camera(s) - - c == oo Siak P :
—|  APHY i _signal o

SerDes ..> Processor | ECU
p—-  RX : i
- j---swE=sl o Q@

@) = —

S | -

i Multi-port A-PHY RX SerDes

MIPI CSI-2 with CSI-2 Aggregator

Sensors

== A-PHY @ Security Functional Safety @ HDCP

Other common topologies are also supported but not shown
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.............. - - eDP

Display

DID: Driver Instrument Display
CID : Central Information Display
CDD: Co-Driver Display
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MASS Stack — Framework Nearly Completed

Updated Command
Set for Automotive
Control

Protocol

Extensions for -
Safety and Security

Updated Mobile
Protocols
Adaptation Layers -

Automotive Long-
Reach PHY

mipralliance

Applications Camera/ MIPI VESA
Lidar /Radar Display Display
MIPI MIPI CCS MIPI DCS
Protocol Layers
Camera Service Display Service Display Service
Extensions (CSE) Extensions (DSE) Extensions (DSE)
. MIPI Functional | FunctionalSafety FunctionalSafety || Functional Safety
:  Safetyand ( Security Security Security ]
Security HDCP HDCP :
MIPI CSI-2 MIPI DSI-2 VESA eDP / DP
Protocol Adapiasion MIPI PAL/CSI-2 MIPI PAL/DSI-2 MIPI PAL/eDP-DP
Layer (PAL)
Link Layer MIPI A-PHY Data Link Layer
Physical Layer MIPI A-PHY SerDes Physical Layer

() Under development

Supporting
Interfaces

Ethernet
GPIO

[ )
[ )
[ MIPI3C ]
[ )
| J
[ |

12C
SPI

Future Protocols

Other MIPI PALs

©June 2022 MIPI Alliance, Inc.

17 | © 2022 MIPI Alliance, Inc.



MASS Status
In Adoption Process

A-PHY v1.0 A-PHY v1.1.1 Inclusive Terminology PAL/CSI-2 v1.1
A-PHY v1.1 A-PHY v2.0 Higher data-rate, Security timestamping and synchronization
PAL/CSI-2 v1.0 PoAM v1.0 New specification @
PAL/DSI-2 v1.0 PAL/SPI v1.0 New specification @ Published Application Notes
PAL/eDP/DP v1.0 PAL/I2Cv1.0.1 Inclusive Terminology A-PHY Profile 1 and Profile 2
PAL/GPIO v1.0 PAL/ETH v1.1 Support for frame preemption
PAL/I2C v1.0 PAL/I3C v1.0 New specification @ Upcoming Application Notes
PAL/Ethernet v1.0 MIPI Security v1.0 New Specification @ A-PHY RTS and Retraining
CSE v1.0 CCISE v1.0 Command and Control Interface Service Extensions PoA: Power over A-PHY
DSE v1.0 CSEv2.0 Security, FSED, Timestamping

DSE v1.1 Advanced FuSa, FSED, Timestamping, Audio

DSE v2.0 Security RTS: Retransmission

DCS*Mv2.0 Automotive-related commands Fusa: Functional Safety

FSED: Frame Service Extensions Data
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Camera Service Extensions (CSE)

CSE v1.0 CSE v2.0

End to End Functional Safety Services End to End Security Services: Encryption,
Message-based Functional Safety protection Authentication

CSI-2 Packets are extended with SEP FSED Protocol

Message Counter and CRC are added per SEP F based tecti
Test pattern generation and Error Injection rame-base Pro ection _
ESS-CCI Protocol for End to End Control Plane SEP per “multiple messages” protection

protection
CCISE v1.0

Separate specification
End to End protection of the Control Plane
SEP: Service Extencions Packet Backward compatible to ESS-CCl in CSE v1.0

FSED: Frame Service Extensions Data Addlng Security Services
CRC: Cyclical Redundancy Check

CCISE: Command and Control Interface Service Extensions
ESS-CCI: Enhanced Safety and Security Camera Control Interface

mipialliance 19 | © 2022 MIPI Alliance, Inc.



Display Service Extensions (DSE)

End to End Functional Safety Services
Message-based Functional Safety protection
SEP support for DSI-2 and VESA eDP/DP
Message Counter and CRC are added per SEP
DSI-2 content protection with HDCP II1A

DSE v1.1

Advanced FuSa features:
FuSa protection for ROIs, Compressed Frames

FSED Protocol
Frame-based protection
SEP protection per Frame
Audio Forwarding Service

SEP: Service Extensions Packet

FSED: Frame Service Extensions Data

CRC: Cyclical Redundancy Check

HDCP IIA: HDCP Interface Independent Adaptation (by DCP LLC)

mipialliance

End to End Security Services: Encryption,
Authentication

Side band control (TBD)
End to End protection of the Control Plane
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MASS End-to-End Protection

Common Model for Sensors and Displays
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1ISO26262-5 Annex D — Communications Bus

e Annex D — Communication bus safety mechanisms:
INTERNATIONAL 150 * One-bit hardware redundancy

STANDARD 26262-5

g e Multi-bit hardware redundancy

* Read back of sent message

Road vehicles — Functional safety —
Part 5:

Froduc develapmentt the * Complete hardware redundancy

hardware level

Whesies rrutsers — Sawntt fomctrommriie
Pt § Devekapement fu it 0 amess b mstired

* Inspection using test patterns

* Transmission redundancy

* Information redundancy

*  Frame counter

* Timeout monitoring

k e Combination of information redundancy, frame counter
and timeout monitoring

mib'i'alliance 22 | © 2022 MIPI Alliance, Inc.



1-5 Model: Reference Topology

End-to-End Functional Safety and Security Protection

* Up to 5 functional components

* Controller connections to all
components that include
Bridges and Forwarding
Elements

* Any combination of Bridges

-

g

#1 w | #3 W #5
! |
I I
Controller C.Bridge i A-PHY i ¢/D/DP- Target
(500 (Opt) || APHY || Forwardng || A-PHY | pHY | |(Peripheral)
! Element i (Sensor or
o ! (Opt) ! Sensor Display
(Appliation) | | TCON/
Data Plane Messages
(in-band) DDIC)
(Appliation) ~ [®= P EgEeeee T e——— T T T
ControlPlane Messages | & _ ool Il e beeddecemocccclocoooo. >
(in-band or sideband) Sideband Sideband
12C/13C
A-PHY Control Plane
Messages
(sideband) B [ »
Topology options
#1 End-to-End (No bridges). > #5
| s M3y Us€ A-PHY 0T native interfaces (C/D-PHY & 12C/BC) |
Bridge-to-Bridge >
#1 o #2 (Dual Bridges) #4 #5
-
#1 P T.Bridgeonly #4 #5
Y
A .
#1 P #2 CBridge only T s
-

End to End Protection

>

mi.p.i*a”iance CCI: Camera Control Interface
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3 Data Service Protocols (DSP): SEP, FSED, CCISE

#1

Controller
(SoQ)

(Application)
Data Plane Messages
(in-band)

(Appliation)
Control Plane Messages
(in-band or sideband)

A-PHY Control Plane
Messages
(sideband)

Data Service Protocols (DSP)

#2 | #3

C.Bridge
(Opt)

A-PHY
Forwarding

SEP, FSED In-Band Protection
Data Plane protection for CSI-2 and DSI-2
Control Plane protection for DSI-2

g T |

Out-of-Band, Control Plane Protection

CCISE
(protecting the Target CClI
& the A-PHY configurations)

7 \

#4 #5
Target
(Peripheral)
(Sensoror
Display
TCON/
DDIC)

Sideband
12C/13C

SEP: Service Extensions Packet
Granularity: Message-based
Reach: Sensor to Controller, End-to-End (1-5)
Bridge to Bridge (2-4), also (1-4) and (2-5)

FSED: Frame-Based Service Extensions Data
Granularity: Frame-based
Reach: Sensor to Controller, End-to-End (1-5)

CCISE: CCI Service Extensions
Granularity: 12C Transaction (Start to Stop)
Reach: Controller to all Targets, End-to-End (1-5)
End-to-End (1-2), (1-3), (1-4)

mi.p.i-'a”iance CCl: Camera Control Interface
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MIPI Camera Service Extensions (CSE) Layering

Source Sink |

Plaintext | (TX) (RX) Plaintext |

| Failure Management (Policy) |

Sec MC || MAC || FuSaMC || CRC
Fail? Fail? Fail? Fail?

MC
Covered by Security MAC

= || Ciphertext | et || Ciphertext |

MC
Covered by Security MAC

Sink (Receiver)

Source (Transmitter)

[ Ssecurity Service | CSE [ Security Service |
Services
FuSa FuSa
MC MC
Covered by FuSa CRC Covered by FuSa CRC
[ FuSaService | [ FuSaService |
1. TX-Security-First 1. RX-FuSa-First
2. TX-FuSa-Last v 2. RX-Security-Last
(Security is not applied to FuSa-dependent B (Security is not applied to FuSa-dependent fields.
fields. FuSa is applied to Security-dependent Provided FuSa-dependent fieldsare removed, Security
fields.) processing can be simultaneous with FuSa processing.)
|Opt Payload Encryption. When Encryption is ON, MAC and CRC are computed over Ciphertext.|
[ Data covered by (Security) MAC | Data covered by (FuSa) CRC |
MAC: Message Authentication Code MC: Message Counter
CRC: Cyclical Redundancy Check FuSa: Functional Safety

mipialliance

Data Service Protocols (DSP) provide
Security and Functional Safety
Services for protecting CSI-2 and CCI
traffic in the following order:

TX Security first

TX FuSa last
The receiver performs the operations
in reverse order
This layering applies to all 3 DSPs:
FSED, SEP and CCISE
Failure management policy is defined
by the system
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Service Extension Packet (SEP) over A-PHY

\ 1
\ 1
\ 1
\ 1
\ 1
\ 1
\ 1
[ PH ] csiatongpacketPayioad | pF | CSI-2 Packets
VC, DT
\
| SEP Header | CSI-2 Long Packet Payload | SEP Footer | SEP
eVC, eDT, MC +... MAC, CRC
A-Packets
A-PHY | SEP |CSI-2 Payload | A-PHY A-PHY | CSI-2 Payload | A-PHY A-PHY | CSI-2 Payload | SEP | A-PHY
Header |[Header| (Data#1) | Footer Header| (Data #N) | Footer Header| (Data last) | Footer | Footer
MC CRC MC CRC MC CRC

mipralliance

CSI-2 Packets are extended with SEP
SEP is protected end-to-end on application
protocol level with

FuSa Message Counter in SEP Header

Security Message Counter in SEP Header

MAC in SEP Footer

CRC-32 with Hamming Distance > 3 in SEP Footer
SEP Header contains extended CSI-2 PH
information

eVC: extended Virtual Channel

eDT: extended Data Type

Source ID: identifying the sensor

Other fields (timesamp, Row ID, Column ID etc.)
SEP are chunked to multiple A-Packets when

transported over A-PHY. Each A-Packet is
protected with a Message Counter and CRC-32
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CSE SEP Tag Modes

Two Tag Modes for FuSa

Frame SEP SEP Security SEP Tag Modes Security SEP Tag Modes

Partiti FP) Header Payload FuSa SEP Tag Mode per Message FuSa SEP Tag Mode per Frame
e | | | Per Message
1 1b 1cid 1a 1b 1cld
(PerMsg) (Per-DT) (Per-Frame) (Per-Msg) (Per-DT) (Per-Frame) Per Frame

Three Tag Modes for Security

CE N i
e e e Per Message

T Wsg | [Veg | Mg ] Wsg ! [sq |
P2 Blook SPH | RICRIBIOCK(ED) mAC || CrRe cre || cre |i|mac R Per Data Type
- o[ ToBioak o) | |15 [ HEg | [P "W | IOGR"Heg ;g 0 Top!
(ED) o Blo MAC |[ CRC MAC || crc |} MAC_I| cRrC |i| MAC MAC L MAC_!

Per Frame
Provides a trade-off between Tag overhead and

ePH [ Middle Block (DT1) ne C;S?Z Cing é;g v . I
made | ol e | s Py g i g oT error detection latency
FP-3 Block MAC CRC MA( CRC CRC MAC MA(
Mo | [ofenenom) (BIEET  TeRli [eklugl Optional TOP Tag for early error detection in
" | [ePr{wade Bosk 02| [ 6| g iy g 1 Mg ptiona ag 1or early erro etecton i

TOP Embedded Data when using a single Tag
FF-4B’|33t|t:c"|:{ PH | Bottom Block (ED) i"‘éﬁ_gg _gﬂ? [Vsg ]+ [Msg per Frame

PH | Bottom Block (ED) M-gﬁ?g_ ’MD_:;3|_3R? (':"ng H J’\;Z%_ MDAT
— ; CSE v1.0 supports only Per Message CRC
reore ] e | REICE]RRILE EREE FlEs CSE v2.0 introduces Per DT and Per Frame Tag

ESEV Frame Start CSI-2 Packet ] M O d e s

(ED)

FE:  Frame End CSI-2 Packet [___Unenorypted SEP Payload
FN: Frame Number Opionally Encrypted SEP Payload

ED:  Embedded Data DT ; e i
Non-ED: Non-Embedded Data DT

ePH:  SEP Header [ CRC ]
ePF: SEP Footer
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Frame-Based Service Extensions Data (FSED) in CSE

Source image frame with Embedded Data

FP-1 75 (Vo) |

more lines of Top Block Embedded Data VCO

FP-2 Zero or
FP-3 {
FP-4 Zero

Middle Block of Image Data

or morelines of Bottom Block Embedded Data VCO |

FP-5 FE (VCD,FN)

Frame
Partition (FP)

MAC and CRC

Presence for FSED Tag Modes

2a/b (Per-Frame)

/—‘ﬁ

| P [FsEncTRL svne

Lite [| = Ed

Top Block (ED)

PF

Top PH
FP-2  Block
(ED) PH

Top Block (ED)

PF

__________________________ i

| Top |
| PH {(@e0FSEDTOP TAG | it || CRR (! cRe | !

-
Top IT 7T I' PE

| FP5  FE

mipralliance

PH | Middle Block (Non-ED) PF
KEY: Middle
ED: CSl-2 Embedded Data DT EP3 Block PH | Middle Block (Non-ED) PF
FS: CSI-2 Frame Start -
FE: CSl-2 Frame End (Non- PH | Middle Block (Non-ED) PF
FN: CSl-2 Frame Number ED) -
Non-ED: CSI-2 Non-Embedded Data DT PH | Middle Block (Non-ED) PF
PH: CSI-2 Packet Header
PF: CSI-2 Packet Footer
ISP: CSI-2 Short Packet Bott
ottom PH | Bottom Block (ED) PF
\ Unenrypted Data | FP4  Block
Optionally Encrypted Data (ED) PH | Bottom Block (ED) PF
FSED CSI-2 Packet e i
MAC ‘ PH | FSED FRAME_TAG MAC || CRC || CRC || PF ‘
[ CRC

FSED protects End-to-End CSI-2 Frames at
application protocol level

PHY agnostic using “legacy” CSI-2 packets

Adds to “regular” CSI-2
Frames

FSED CTRL_SYNC provides Frame
information and security configuration

Optional FSED TOP_TAG protecting the Top
Block

FSED FRAME_TAG protecting the full CSI-2
Frame

FSED Messages transported as CSI-2
Embedded Data

29 | © 2022 MIPI Alliance, Inc.



Built-In Self Tests (BIST) and Diagnostics

Example of Test Pattern in portion of image Frame Example of a Test Pattern Frame
FP-1 ePH Fs | erk | FP-1 ePH s [ ek | I C eas° d'a Ost.C Ie eI °th
ePH Top Block Embedded Data [ err | ePH Top Block Embedded Data [ ek | n r I n g I g n I V W I
P2 ePH Top Block Embedded Data | ePF | P2 ePH Top Block Embedded Data | ePF | .
Test pattern generation
ePH Top Block Embedded Data ePF ePH Top Block Embedded Data ePF .. .
ePH Middle Block Image Data ePF ePH Middle Block Test Data ePF Fa u |ts | nj e Ct | O n
ePH Middle Block Image Data ePF ePH Middle Block Test Data ePF
ePH Middle Block Image Data ePF FP-3 eoe b I . d
[t [Ceor | Middle Block Test Data [ err | Te Sts Ca n e a p p | e
FP-3 < ePH Middle Block Image Data ePF [ e | Bottom Block of Embedded Data [ e | . e el . .
M s s 002 v | P4 < eee During initialization
i iddle Block Test Data i [ e ] Bottom Block of Embedded Data [ err | .
coo /-5 o~ Runtime
[ ern | Middle Block Test Data [ err | KEY:

{ P o Every N frames
s Cadafel et CSE specifies 5 standards patterns. Sensor
vendors can add own specific patterns
Further diagnostics with A-PHY BIST
BIST A-Packets generation

BIST A-Packets monitoring
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Command and Control Interface

Service Extensions (CCISE)
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Control Plane Protection with CCISE

Command and Control Interface Service Extensions (CCISE) add
Functional Safety and Security services to CCl (12C)

CCISE supports control of
Camera Control Interface CCI (12C)
A-PHY bridges and forwarding elements
Any other device controlled via 12C (or virtual 12C with PAL/12C)

CCI (12C) Messages are extended with Tags
Functional Safety Tags: Message Counter, CRC
Security Tags: Message Counter, MAC
Separate Tags for Read and Write Messages

Two CCISE verification modes

Mode 1: Per-Transaction. Tags are transmitted with the Messages and
can be verified immediately by the Target or the Controller

Mode 2: Per-Frame. Tags are not transmitted with the Messages. Tags
are calculated over an entire CSI-2 Frame, both at the Controller and
at the Target. Tags are sent from the Target to the Controller

Within CSI-2 Embedded Data or

Controller read access to the Tags

Tags are verified by the Controller. Mode 2 is motivated by the speed limit
of 12C interface.

mipralliance

3 Data Service Protocols
e -

(DSP): SEP, FSED, CCISE
A -

CCISE Functional Safety Protection Flow

Controller
(SoC)

T.WCRC)

A

b

Mode 2
2b. Update MC, CRC
(C.FWMC
C.WCRC)

Mode 2
7. Verify MC, CRC 6.Send MC, CRC
(T.FwmC, (T.FWMC, T.WCRC)

3b. Write message
with no MC, noCRC

Compose

Write
message

Mode 1
2a. Add MC, CRC
(cFwmC,
C.WCRC)

3a Write message
with MC & CRC

CCISE
Agent

Controller
(SoC)

Mode 2

7. Verify MC, CRC
(T.FRMC,
T.RCRC)

A

Mode 2
5b. Update MC, CRC
(C.FRMC,
C.RCRC)

Mode 1
5a. Verify MC, CRC
(T.FRMC,
T.RCRC)

Comp ose
Read

CCISE
Agent

<

(C.FWMC, C.WCRC)

6. Send MC, CRC

(T.FRMC, T.RCRC)

4b. Read response with

no MC, no CRC

<

<

4a. Read response with

MC & CRC

(T.FRMC, T.RCRC)

1. Read message

Target
(Sensor)
Mode 2
4b. Update MC,CRC
(T.FWMC
T.WCRC) 5. Apply
Mode 1 Write
4a. Verify MC, CRC
(C.FWMC,
C.WCRC)
CCISE
Agent
Target
(Sensor)
Mode 2
3b. Update MC,CRC
(T.FRMC,
T.RCRC)
Mode 1
3a. Add MC, CRC
(T.FRMC, 2. Apply
T.RCRC) Read
CCISE
Agent
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CCISE Mode 1

Tags are added as Footer to CCl (12C) Read/Write Transactions

WRITE Transaction

READ Transaction

CIT.SRMC = M, C/T.FRMC = N

CIT.SWMC = M, C/T.FWMC = N —
- Protected CCI READ suB suB
Protected CCI E SU5 s| TARGET ol appRess [n| AoDRess |ajsd TARCET AT DATA INE-
WRITE TARGET DATA DATA ADDRESS ADDRESS 701 701 |
115:8] 7:0)
Message 0 S| appress [°[| APDRESS ADDRESS (AL “7.) [ t - H t Ho
ag [15:8] [7:0] b b ! T T T T T T |
- T ] T T — | . ?
! y
L4 | . '
i .~ < CCl (IZC) Write . i CIT.SRMC =M, CITFRMC =N
/
| — -- i
A ! CIT.SWMC = M, C/T.FWMC =N Protected CCI REAI o SUB U8 7 ( )
1 Messages Message K-1 sl oS ADDRESS |A| ADDRESS Ao o P CClI (12C Read
Protected CCI [ -+ (optional) H § i [15:8] 7:0] i [7:0] i o M
WRITE \ i i TARGET DATA i DATA t ot t
Message K >S5t ADDRESS [7:0] ) I I I I I I essages
(optional) L H
T T T
CI/T.SRMC =M, C/T.FRMC =N
4 Protected CCI REA {
— TARGET DATA H DATA
CIT.SWMC = M, CITFWMC = N Message K i
fhonsso | aopRess {1 ol i oo
{
T T T

| Security Write
Tags

(If Security enabled) TARGET SUB ADDRESS| [SUB ADDRESS]
WRITE CCISE ~ ADDRESS (T.SWMC) (T.SWMC)
Security Write TAGS] [15:8) [7:0]
T T T T - T
T — ———

T T

Data for WMAC calculation without S, Sr, P, A, N, WMAC

C/M.SWMC = M+1, C/T.FWMC = N+1

CIT.SRMC =M, CIT.FRMC =N

Security

(I Security Enabled)
READ CCISE
Security Read TAGS

TARGET

ADDRESS

T.RMAC M-1
0]

A TRM/;CD N

j Read Tags

t

T T T

CI/T.SWMC = M, C/T.FWMC = N

J—

| FuSa Write

Tags

—

.
/
(If FuSa enabled) | SUB ADDRESS| [SUB ADDRESS A
WRITE CCISE . s ol Fwmc) (T.FWMC) c.m]r;/lc / C'[‘:VS(_:;C
FuSa Write TAGS [15:8] ; N /
L L )\
T T T
/. 2 2 'y
Dgfh for WCRC calculation without S, §r, P, A, N
Note: the dashed boxes above are opffonal s = TART condition
[ cleartexts from Controlier 6 Target peated START condition
= SYOP condition

knowledge

s
P
Controller to Target A
N = Ndgative Acknowledge

Write
Message Counter

Register address of
Write Message Counter

mipialliance

Write CRC

{

1

|

|

! [SUB ADDRESS| [SUB ADDRESS

| TARGET

sl ool (T.SRMC) |A[ (T.SRMC)  [Alsr]

ADDRESS {158) 0] 70 ol 0]
Tt Tt T t T

s e — e |

Data for MAC calculation without S, Sr, P, A, N and RMAC

e

2 CIT.SRMC = M+1, CIT.FRMC = N+1

CIT.SRMC = M, C/T.FRMC = |

Note: The dashed boxes above are,
[ Clear texts from Controliegflo Target
[ Encrypted data from TfGet to Controller
[ clear texts from Targé to Controller

Read

Register address of
Message Counter

Read Message Counter

(If FuSa Enabled)
SUB ADDRESS| |SUB ADDRESS|
READ CCISE TARGET TARGET T.FRMC T.RCRC T.RCRC
FuSa Read TAGS | aporess [°f (Ti";:g"]‘:' 1 F,RD";'C) A®"| ADDRESS AI ro (N msa [ ra '{F FuSa Read
s 1 t 1
T T \
«€ Tags
/ Data for RCRC calculation without S, Sr,. 2, A, N |
FRMC=Fugh Read Message Counter

SRMC=LSfyte of Security Read Message Counter
RCRC=Refd CRC
RMAC=Refad MAC

Read CRC
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CCISE Mode 2

WRITE TO RANDOM ADDRESS (16-BIT INDEX)

suB

suB

hd

Controller

verifies Tags

S| TARGET DATA[0] DATA[L-1]
5| ADDRESS 0|A AD[E);E]SS Al AD[D;;SSS A 7o) A 0] A;
T T T T T
Byte 1 Byte 2 Byte 3 Byte 4 Byte L+3
L=1)
READ FROM RANDOM ADDRESS (16-BIT INDEX)
S| TARGET ST U2 TARGET DATA[0] DATAIL-1] P
lsr| ADDRESS A AD[?;;SS A AD[E;'?;SS AlS" ADDRESS [7:0] [7:0] Isr
T T T T T T
Byte 1 Byte 2 Byte 3 Byte 4 Byte 5 Byte L+4
L=1)
A

No Tags on the wire

No overhead

Exactly same transactions on the line as in CCI (12C)

-

Accumulated Tags are sent from the Sensor to the
Controller at the end of the CSI-2 Frame
*  As CSI-2 Embedded Data or

*  Controller reads Tags registers

7
/
/

Controller 4 Wode 2 > Target
7. Verify MC, CRC 6.S_end MC, CRC
(soc) (T.FWMC, (T.FWMC, T.WCRC) (sensor)
T.WCRC)
Mode 2 3_b. Write message Mode 2
2b. Update MC, CRC with no MC, no CRC 4b. Update MC,CRC
1. (C.FWMC [S (T.FWMC
Compose o CWCRC) L - 3 T.WCRC) 5. Apply
Wiite Jote T S WIDIEEE o Mode 1 Write
message =25 Add MC, CRC with MC & CRC 4a. Verify MC, CRC
--1 el (C.FWMC; C.WCRC) (C.FAWMC
_ C.WCRC) - C.WCRC)
e P
4 +
7’ CCISE _ -~ CCISE
’ ’ Agen( Agent
7/ -
-
_-
- -
- -

Read Message Counter (FRMC), Read CRC (RCRC)

Both Controller and Target calculate independently the Functional Safety Tags accumulated over the CSI-2 Frame
Write Message Counter (FWMC), Write CRC (WCRC)

mipialliance
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FSED in Display Service Extensions (DSE)

R e One FSED Message per DSI-2 Video
>x Frame
Zero or more DSI| or DCS Commands % . . .
~y Contains FuSa & Security extension data
Frame number
; : 5 CRCs
g MACs
il v FRAME CRC/MAC for Active Video Area
/ oK
Z'?forlhwore DSI orD!CSCommands] ’// \\‘,/ “l \\ Lﬁv TRANSPO RT CRC/MAC fOr ”meta data”
] ." | i A J (display commands and control)
HSA! HBP i) i [ _HACT L | .
REhEEh . 7 T Region of Interest (ROI)
i 4
| ROI_gRC[l] | ¢ [ ROI_CRC[3] | ’/ \\\ l ROI_CRC[6] Up to 16 ROIs — ROIs can overlap
[ ROI_CRC[Z]I| [ ROI_CRC[4] | [ ROI_CRC[5] | 1 CRC per ROI
7 \ .
[_TRANSPORT_CRC |/ \ Note: Security support from DSE v2.0
[ TRANSPORT_MAC only
FSED Message containing all CRC/MACs

i FSED: Frame Service Extensions Data
mipialliance
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FuSa Support for Compression in DSE

Pixels to

,,,,,,,, l j Visually lossless compresssion with VESA DSC

i govool and VDC-M
P2BP)

Reconst ed pixels ixels to Bytes

Packing (P2BP) SLICE_COL_CRC p i Xe I S
Sce oo oL R Matching between TX and RX
Compression engine is covered by the CRC

Compression engine runs over slices. To ease
the implementation, DSE defines Slice Columns

: , : Each Slice Column has its own CRC
Full Column 0 [SLICE7C0L7CRC[O]] [(stice_coL_cRe[2] | Full Column 2 For ROI’ CRCs are Calculated over the Slice

Full Column 1 ['stice_coL_cref1] ] ['sLIcE_coL_cRc[3] |  Full Column 3

ROI #1 fits in 1 Slice Column COI u m n S

/i CRCs are calculated over the “reconstructed”

Slice Slice Slice Slice
+ ColumnO : Columnl . Column2 . Column3

xxxxx

AllROIs in Column 0

sucacc:;::'ic:;:ot | }ggluug:;;o;:dl All CRCs are sent in the FSED Message at the
AllROIs in Column 1 { sucsfcoL,ROLCRCB][l] }Romaacross end Of the DSI'Z Video Frame

m Columns 1 and 2 . . . .
o camy { DSE aligning with VESA on CRC calculations

SLICE7COL7R0I7CRC[4][2] ROI #4 across

SLICE_COL_ROI_CRC[A][S] Columns 2 and 3
AlIROIs in Column 3 SLICE_COL_ROI_CRC[S][3] ROI #5 & RO! #6 fitin
[ sLice_coL_Rol_CRc[6](3] | Column 3
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Summary

MASS leverages and extends well-proven protocols (e.g., CSI-2, DSI-2, eDP)

MASS provides a standardized framework enabling end-to-end functional
safety and security protection at the application protocol level

— Data plane with SEP and FSED

— Control plane with CCISE

Flexibility with message-based and frame-based protections to enable system
integrator trade-offs

Advanced self-testing and error injection features for a higher functional safety
diagnosis level

A-PHY and MASS are architected for seamless integration into sensors,
providing an optimal robust and resilient solution for automotive safety
applications
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MIPI Automotive Workshop
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MIPI Automotive Workshop

THANK YOU

Check back at http://www.mipi.org/2022-automotive-workshop
to view recordings of any sessions you missed
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